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About OMICRON

• OMICRON serves the electrical power industry 
with innovative products and services for 
testing, diagnostics and monitoring of assets 
worldwide.

• We help to make the generation, transmission 
and distribution of electricity safe and reliable.

• Over 1,100 employees from 45 different 
countries and 25 offices worldwide.

• Customers in 171 countries worldwide



Short Agenda

Patching an Industrial Asset: A 
Dilemma or An Opportunity

OASIS CSAF 2.0: A New Standard
for Vulnerability Matching and 

Management 

Asset Inventory Management 
in the Age of Modern and 
Digital Substations: The 
Importance of IEC61850 

OMICRON’s StationGuard: A 
Solution for Vulnerability and 
Asset Inventory Management 
based on CSAF and IEC61850 

StationGuard: A Practical 
Demonstration of 

Cybersecurity in Power Grids 



IT/OT Convergence: The Key to Digital Transformation 
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Source: SecurityWeek

The Rise of Industrial Cyber threats in 2023

https://www.securityweek.com/670-ics-vulnerabilities-disclosed-by-cisa-in-first-half-of-2023-analysis/


Start Patching!

"Why are there still thousands of protection and control devices
• with firmware that is years old,
• with vulnerabilities that are years old,
• and even with known exploits?"



Security Advisories Information Flow & Maturity
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Reason 1: Shutdowns

•Patching Requires Power Lines and Generators to 
Be De-energized.

•The Cycle of Patching: Shutdown Approval Delays 
and New Patches.



Reason 2 : It’s a Software!

The risk of applying a patch can be higher than not applying it.

• Patching is not a Bug-Free Solution.

• Patches are Not Consistent across Hardware Revisions.

• Patches May Affect Your PLC Logic Negatively.

How do i test Automation and Logic functions?



Risk Management Instead of Blind Patching

1. What are the security vulnerabilities of my OT vendors?
2. Which OT devices are affected?

3. How big is the risk?
4. What are the remediation/mitigation options?
5. What are the intermediate options until we can patch it?



What is a Security Advisory?

• Security advisories about utility automation devices are published frequently
• My substations are at risk if

• certain device types with
• certain firmware version and
• in certain network setup

are used.

Examples:



Challenge with Security Advisories

• Security advisories are usually sent as PDFs by e-mail from each manufacturer separately.
• Per manufacturer 60-200 advisories per year.
• Approx. 10-20 device types affected per advisory.
• You find statements like these in the PDFs:

“Affected are all versions between V2.5 (including) and V2.7 (excluding)”

“Affected are ACME 14 installations installed from material dated 
earlier than 2020-09-15”

“Affected are medium voltage drives manufactured since 2015 and prior to 2022”



OASIS CSAF 2.0: A New Standard
for Vulnerability Matching and Management 



Common Security Advisory Format (CSAF)

Source: Oasis Open

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=csaf


The OASIS Common Security Advisory Framework (CSAF)

• Machine-readable, standardized format for security advisories
• Several big vendors already publish with CSAF
• Great improvement over PDFs sent out via email! https://csaf.io

“All versions between V2.5 (including) and V2.7 (excluding)”

“ACME 14 installations installed from material dated earlier than 2020-09-15”

“Medium voltage drives manufactured since 2015 and prior to 2022”

But there is still some work to do:

Examples for CSAF field
product_version_range

https://csaf.io/


Security Advisories Information Flow & Maturity

Human 
readable 

advisories

Manual 
advisory 

processing

Advisory 
Vendors 

Advisory 
Consumers 

HTML
PDF
TXT
RSS

Email

Machine 
readable 

advisories

Semi-
Automatic 
advisory 

processing

Asset 
management 

with smart 
search

Automatic 
advisory 

processing



Our Compliance with CSAF for Vulnerability Disclosures



Anatomy of CSAF JSON file

Document Section



Anatomy of CSAF JSON file

Product Section



Anatomy of CSAF JSON file

Vulnerability Section



Asset Inventory Management in the Age of Modern and Digital 
Substations: The Importance of IEC61850 



Typical Substation Communication Architecture 
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IEC 61850 Scope: More than just Communication

WHAT
is communicated?

HOW
is communicated?

BY WHAT
is communicated?

Engineering
SCL
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Data Model Common Vocabulary

Services Grammar / Structure

Mapping Channel / Medium
Translation to Network

System Configuration File Format / Configuration Tools

Testing Conformance / Performance / Functional



Different Requirements for Communication in Substation
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Anatomy of an IEC 61850 SCD file
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OMICRON’s StationGuard: A Solution for Vulnerability and Asset 
Inventory Management based on CSAF and IEC61850 



OMICRON’s Industrial Cybersecurity Solution 



How StationGuard Protects Critical Infrastructure

Visibility
 Makes communication and cyber risks visible

Asset inventory
 Works with the most precise and detailed list of assets

Vulnerability management
 Provides over- and insight into your device vulnerabilities

Intrusion detection
 Built-in ICS knowledge enables fewer false 

alarms, easier analysis, and faster response

Functional monitoring
 Detect malfunctions and configuration errors



How to integrate StationGuard?

 Central management system: GridOps
Which plants show an alarm?
Asset inventory and vulnerability 
management

 StationGuard Sensors can be used in
Control centers
Power plants
Substations



How StationGuard is securing the Critical Infrastructure

Grid level
Multiple dashboards to provide overview on 
the status of all your networks

Plant level
Intuitive network visualization

Communication
Visualize assets and their 
communication



Zero Line Diagram to Purdue Model Mapping



StationGuard knows the Substation



Automatic Asset Creation with StationGuard

StationGuard collects asset information from
• Passive discovery from network
• Engineering files: IEC61850 SCL and CSV
• Active Device interrogation (IEC61850 MMS)

Export and import to synchronize with other 
systems

• ERP Systems
• OT Processes: OMICRON ADMO



Vulnerability and IED Type Database: How We Construct It 

CSAF Crawler Pipeline
Vulnerability Database

WebCrawlerCSAF
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Vulnerability Matching Problem: How We Approach It

• OMICRON 
Vulnerability 
Database: A Rich 
Source of Device Meta 
Information.

• Only the pertinent 
vulnerabilities are 
displayed 
automatically.



Benefits of 24/7 Functional Monitoring

• Detects device configuration changes.

• Monitoring of configuration revision fields in messages.

• Continuous GOOSE transmission time measurements
Detecting failures in devices, networks, or time synchronization.

• Logging of critical events:
• Control commands on switchgear, tap changers, etc.
• Monitoring and logging of file transfers – including file names.



StationGuard in Action



Live Demo – Physical Connectivity



Live Demo – Network Architecture

= Mirror Port
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THANK 
YOU!
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