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OMAEID!}ITEC About OMICRON
s

 OMICRON serves the electrical power industry
with innovative products and services for
testing, diagnostics and monitoring of assets
worldwide.

* We help to make the generation, transmission
and distribution of electricity safe and reliable.

* Over 1,100 employees from 45 different
countries and 25 offices worldwide.

e Customers in 171 countries worldwide
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Patching an Industrial Asset: A OASIS CSAF 2.0: A New Standard Asset Inventory Management
Dilemma or An Opportunity for Vulnerability Matching and in the Age of Modern and
Management Digital Substations: The

Importance of IEC61850

OMICRON’s StationGuard: A StationGuard: A Practical
Solution for Vulnerability and Demonstration of
Asset Inventory Management Cybersecurity in Power Grids

0000 #OmaintecConf based on CSAF and IEC61850
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IT/OT Convergence: The Key to Digital Transformation
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o]\ J1Sol The Rise of Industrial Cyber threats in 2023
s>

ICS/0T

670 ICS Vulnerabilities Disclosed by CISA in First
Half of 2023: Analysis

CISA disclosed 670 ICS vulnerabilities in the first half of 2023,|but roughly one-third have no patches or mitigations from the vendor. I

Source: SecurityWeek
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https://www.securityweek.com/670-ics-vulnerabilities-disclosed-by-cisa-in-first-half-of-2023-analysis/

OMAEE!_,:ITEC Start Patching!
s>

"Why are there still thousands of protection and control devices
e with firmware that is years old,
* with vulnerabilities that are years old,
e and even with known exploits?"

= CYBERSECURITY ()
“¥/53)7) &INFRASTRUCTURE D
%27/ SECURITYAGENCY o

Cybersecurity = Directives = Binding Operational Directive 22-01

BINDING OPERATIONAL DIRECTIVE 22-01- REDUCING THE SIGNIFICANT RISK OF
KNOWN EXPLOITED VULNERABILITIES

November 3, 2021

0OO0DO #OmaintecConf



S

OMAEID!;ITEC Security Advisories Information Flow & Maturity
s>

/" Advisory v/ Advisory \
{ Y A /
v Vendors 7 Consumers /
\ / \ 7
Ve e e / v e e e e e e = = J

HTML
Human Q(;’ Manual PDF
readable q‘? advisory T
. & _
advisories Q@ processing RSS
Email
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*Patching Requires Power Lines and Generators to
Be De-energized.

*The Cycle of Patching: Shutdown Approval Delays
and New Patches.

0O DO #OmaintecConf

FIRMWARE UPGRADE

Performing final firmware upgrade step; this
may take several minutes.

Do not power down during this process.




OMAEEQITEC Reason 2 : It’s a Software!
s>

The risk of applying a patch can be higher than not applying it.

IGEDR

* Patching is not a Bug-Free Solution. — e

« Patches are Not Consistent across Hardware Revisions. Sloppy Software Patches Are a “Disturbing
Trend’

i PatChes May Affect Your PLC Logic NegatiVEIV. The Zero Day Initiative has found a concerning uptick in security updates that fail to fix

vulnerabilities.

How do i test Automation and Logic functions?

0OO0DO #OmaintecConf
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o]l 11 el Risk Management Instead of Blind Patching
e

What are the security vulnerabilities of my OT vendors?

Which OT devices are affected?

A B e

How big is the risk?
What are the remediation/mitigation options?

What are the intermediate options until we can patch it?

O ODOO #OmaintecConf
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Examples:

CYBERSECURITY @)
& INFRASTRUCTURE D
SECURITY AGENCY o

» Security advisories about utility automation devices are published frequently
ICS Advisory (ICSA-21-082-02)
3.1 AFFECTED PRODUCTS

The following firmware versions of MU320E are affected:

* My substations are at risk if
 certain device types with
e certain firmware version and 1CS Advisory (ICSA-21-131-03)
* in certain network setup 3.1 AFFECTED PRODUCTS

The following Siemens Linux based products are affected:

= All firmware versions prior to vO4A00.1

RUGGEDCOM RM1224: All versions between v5.0 and v6.4
SCALANCE M-800: All versions between v5.0 and v6.4
SCALANCE S615: All versions between v5.0 and v6.4
SCALANCE SC-600: All versions prior to v2.1.3

SCALANCE W1750D: v8.3.0.1, v8.6.0, and v8.7.0

are used.

ICS Advisory (ICSA-21-096-01)
4.1 AFFECTED PRODUCTS

Relion 670 series Version 1.1, all revisions

Relion 670 series Version 1.2.3, all revisions

Relion 670 series Version 2.0, all revisions

Relion 670/650 series Version 2.1, all revisions

Relion 670/650 series Version 2.2.0, all revisions

Relion 670/650/SAME00-10 series Version 2.2.1, all revisions
Relion 670 series Version 2.2.2, all revisions

Relion 670 series Version 2.2.3, all revisions

Relion 650 series Version 1.1, all revisions

Relion 650 series Version 1.2, all revisions

Relion 650 series Version 1.3, all revisions

RTU500 CMU firmware release 7.x

o ° @ o #quintecconf RTUS00 CMU firmware release 8.x
RTU500 CMU firmware release 9.x
RTU500 CMU firmware release 10.x
RTU500 CMU firmware release 11.x
RTU500 CMU firmware release 12.x
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e Security advisories are usually sent as PDFs by e-mail from each manufacturer separately.

* Per manufacturer 60-200 advisories per year.
* Approx. 10-20 device types affected per advisory.

* You find statements like these in the PDFs:

"Affected are medium voltage drives manufactured since 2015 and prior to 2022"

"Affected are all versions between V2.5 (including) and V2.7 (excluding)”

“Affected are ACME 14 installations installed from material dated
earlier than 2020-09-15"

0OO0DO #OmaintecConf
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OASIS CSAF 2.0: A New Standard
for Vulnerability Matching and Management
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[ csaFz0 -~ [=) cvRF12 (7) Faa [l Tools~

OASIS Common Security
Advisory Framework (CSAF)

The DASIS F is chartered to make a major revision to the
' = -} under a new name for the

framework that reflects the primary purpose:

3 Eomrr : _ ).
are working hard to standardize existing practice in structured
machine-readable vulnerability-related advisories and further refine those

standards over time.

a Charter @ GitHub Repo

OO DO #OmaintecConf .
Source: Oasis Open



https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=csaf

ST,
(@ ]YI-\[\1i{ofl The OASIS Common Security Advisory Framework (CSAF)

 Machine-readable, standardized format for security advisories

* Several big vendors already publish with CSAF (a CSAF

' i - https://csaf.i
* Great improvement over PDFs sent out via email! ps./icsat.lo

But there is still some work to do:

Examples for CSAF field
product_version_range

“Medium voltage drives manufactured since 2015 and prior to 2022"

‘All versions between V2.5 (including) and V2.7 (excluding)”

“ACME 14 installations installed from material dated earlier than 2020-09-15"
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https://csaf.io/
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1 = = o= \ Ak Tl . Nl -
/ \ / \\
/= _Advisory - )/ Advisory \
v Vendors ¢ Y| Consumers )/
\ / \ 7
Ve e e - - 7 VN e e = V
Automatic
advisory
processing
, Semi- Asset
Machine Automatic management
rea‘dab‘Ie advisory with smart
advisories processing search
HTML
Human Q(? Manual PDF
readable S advisory T
o & _
advisories L processing RSS
Email
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OMAEEQITEC Our Compliance with CSAF for Vulnerability Disclosures
s>

qg Products Applications Training ¥ Support”
OMICRON
CVSS Last

1D Title Affected Products CVE ID Score update Download

Linux Kernel Vulnerability in StationGuard Image 2.10.0073,
i X PDF

IGB Driver affecting 2.20.0080, 2.21.0081,

OSA-8 CVE-2023-45871 9.8 2023-11-221 @ T™XT
StationGuard and StationScout StationScout Image

CSAF

StationScout 2.10.0059, 2.20.0063, 2.21.0064 i

5]
O
A

3rd Party Vulnerabilities

o o StationGuard < 2.30, StationScout . CVE-2023-23919 7.5
OSA-7  affecting StaticnGuard and 2023-11-22
<230 CVE-2023-20589 8.2

M
L1
J_;-.

StationScout

D 0O e
5
|

StationGuard StationGuard Image
_ 1.10.0056 - 2.20.0080, B
0SA-6  Vulnerability in StationScout — . CVE-2023-28611 10 2023-11-22
StationScout StationScout Image

1.30.0040 - 2.20.0063

5]
o
A

Incorrect Authorization

D 0O e
b,
=5

M
L1
J_;-.

and StationGuard

StationGuard StationGuard Image

Vulnerability in Update

le
S]
o
S

all before 2.20.0080, StationScout

OSA-5  Process of StaticnScout and — CVE-2023-28610 10 2023-11-22 @ T
‘ StationScout Image all before _
StationGuard < 2.21 [ CSAF

0OO0DO #OmaintecConf 2.20.0063
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Document Section
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"document": {
"category": "csaf_security_advisory",
"csaf_version": "2.0",
"distribution": {
"text": "Public",
"t1p":
"label": "WHITE"

"lang": "en-US",
"notes”: [

"category": "summary",

"text": "Linux Kernel vulnerability CVE-2823-45871 allows an attacker to cause memory corruption in the network driver of the *BX device by
sending special crafted network traffic. The behaviour of the system caused by memory corruption is highly unpredictable: the device is either restarted,
processes crash, or a manual reboot is required.”,

"title": "Summary"

}s
{

"category": "details",

"text": "OMICRON has released StationGuard 2.38 (with device image version 2.38.0892) and StationScout 2.38 (with device image version 2.38.6066)
which address the issue and fix the vulnerability. It is strongly recommended that customers currently using the affected versions install the latest update
available on the customer portal (registration required) as soon as possible to ensure the security of their system.\n \nMore information about StationGuard and
StationScout, including the link to download them, can be found on\n \nhttps://www.omicronenergy.com/en/products/stationguard/ \n \nand \n
\nhttps://www.omicronenergy.com/en/products/stationscout/",

"title": "Mitigation"

I8
1

"category": "general",

"text": "OMICRON is an international company serving the electrical power industry with innovative testing, diagnostic and cybersecurity
solutions. The application of OMICRON products allows users to assess and monitor the condition of assets in their electrical energy systems with complete
confidence. Services offered in the area of consulting, commissioning, testing, diagnosis and training make the product range complete. Customers in more than 160
countries rely on the company’s ability to supply leading edge technology of excellent quality. Service centers on all contlnents provide a broad base of
knowledge and extraordinary customer support. All of this together with our strong network of sales partners is what has made our company a market leader in the
electrical power industry.”,

. "title": "About OMICRON electronics”

1.
"publisher": {
"category": "vendor",
"contact_details": "security@omicronenergy.com",
"name": "OMICRON Product Security Team",
"namespace”: "https://www.omicronenergy.com/security/"
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88 "product_tree": {

[::::> 89 "branches": [ £3
90

{
91 "branches": [

93 "branches": [

{
95 "branches": [
{

97 "category": "product_version",

98 "name": "2.10.8059",

99 "product™: {

160 "name": "StationScout Image 2.10.8059",
101 "product_id": "PUC-S5I218"

105 "category": "product_version”,
106 "name": "2.208.8063",
107 "product”: {
108 "name": "StationScout Image 2.20.8863",
109 "product_id": "PUC-SSI228"
110 }
111 },
112 {
113 "category": "product_version",
114 "name": "2.21.8064",
115 "product™: {
116 "name": "StationScout Image 2.21.8064",
117 "product_id": "PUC-SSI221"
118 }
119 1.
120 {
121 "category": "product_version”,
122 "name": "2.38.8066",
123 "product”: {
124 "name": "StationScout Image 2.30.0866",
125 "product_id": "PUC-S5I23@"
126 }
127 }
) 128 1,
OO DO #OmaintecConf 129 “category": "product_name",
130 "name": "StationScout Image"
131 }s
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Vulnerability Section 38 wilnersbilities': [

359 { €3
360 ﬁcve": "CVE-2023-45871", \
361 "cwe": {

362 "id": "Cwe-120",
363 "name": "Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')"
364 },
365 "discovery date": "2023-88-28T10:00:00.0007",
366 "involvements": [
367
368 "date": "2823-07-31Te0:00:00.€007",
369 "party": "discoverer",
370 "status": "completed”,
371 \\\‘7 "summary": "Vulnerability discovered and reported by OMICRON electronics" 4///
372 }
373 T,
374 "notes”: [
375 {
376 "category”: "summary"”,
377 "text": "An issue was discovered in drivers/net/ethernet/intel/igb/igb _main.c in the IGB driver in the Linux kernel before 6.5.3. A buffer
size may not be adequate for frames larger than the MTU.",
378 "title™: "Summary"
379 }
380
381 product_status": { ‘\\\
382 "first_fixed": [
383 "PUC-5GI238",
384 "PUC-55I238"
385 B
386 "known_affected": [
387 "PUC-sGI218",
388 "PUC-SGI228",
389 "PUC-5GI221",
390 "PUC-SSI218",
391 "PUC-SSI228",
392 \ "PUC-55I221" j
393 3
394 },
395 "references": [
396
397 "category": "external",
398 "summary": "CVE-2823-45871",
399 "url": "https://www.cve.org/CVERecord?id=CVE-2023-45871"
480 },
0 OO0 #OmaintecConf 461 o, - .
492 category”: "external”,
483 "summary": "Linux Kernel Vulnerability in IGB Driver affecting StationGuard and StationScout",

de4 ) "url": "https://www.omicronenergy.com/fileadmin/user_upload/website/files/product-security/osa-8.pdf"
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Asset Inventory Management in the Age of Modern and Digital
Substations: The Importance of IEC61850
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— 1

Control
Center

~

. Gateway 4 Station Controller Time Signal
Station | |
== . .

Station Level

Bay ’ Protection’ Protection’ e Bay ’ Protection’ Protection’ Bay Level
Controller, IED IED Controller IED IED

Bay 1 Bay x
Process
Bus | | I [
[ ] 'q (] '«w
SW|tchgear Merging Swntchgear Merging
IED Unit IED Unit Process Level
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OMQIDQITEC IEC 61850 Scope: More than just Communication
Nt o

WHAT
Data Model Common Vocabulary
HOW
s comrrgnicated? Services Grammar / Structure
BY WHAT Mapping Channel / Medium

is communicated?

Translation to Network

'I Engineering '
: SCL System Configuration File Format / Configuration Tools :
I I
| I
I Testing Testing Conformance / Performance / Functional :
|
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[ Control | HMI / : :
Center Station Realtime Services
60y [ g Controller Enai .
" Rouwer/ | @ [ i ] 1 CT/VT data: Sampled Values
Gateway 1 2 fast 10 data exchange: GOOSE
station © | © @ f@

[ Bay ] E:}y l Client / Server Services
Controller Relay 1 ][ Relay 2 Controller [ Relay 1 Relay 2 ] (4 2 e

Process 61 T g configqrgtion
Bus supervision
9‘“ /0 6 control-center: SCADA

Switch- Merging ) Switch- Merging
gear IED Unit ) gear IED Unit

0O DO #OmaintecConf



S

(o VI[N LI o Anatomy of an IEC 61850 SCD file

Communication

1
2

4
816
& Y
934
9

1152

11

1215

12

1374

13y

1518

15

1667

16

1820

18

1946

19

2323

23 Emmp

2398

23

2513

25

25

25

25

25

3550

<?xml version='1.@"' encoding='UTF-8'?>
<SCL xmlns="http://www.iec.ch/61850/2003/SCL" xmlns:sxy="http://www.iec.ch/61850/2003/SCLcoordinates” xmlns:xs
{Header id="Munich IOP SSD extended by hand" nameStructure="IEDName" revision="R@.@" toolID="emacs" versions

<Substation desc="Munich" name="AA1" sxy:x="1" sxy:y="5">

<Communication>

<IED name="BB_PROT" desc="Fallback protetion mechanism for Busbars" type="CoolDev12" manufacturer="Zewa">

<IED

name="AA1D1001Q1"

desc="Transformer infeed bay Q01" type="PROTEC 400" manufacturer="ACME">

<IED

name="AA1D1001Q2"

desc="Transfomer bay Q01" type="PROTEC 400" manufacturer="ACME">

<IED

name="AA1H1001Q1"

desc="Tranformer 33kV bay Q01" type="PROTEC 400" manufacturer="ACME">

<IED

name="AA1D1Q02Q1"

desc="Controller for breaker and bay Q02 infeed - Starnberg" type="PROTEC 400" manufe:

<IED

name="AA1D1002Q2"

desc="Control disconnector to Starnberg - Q02" type="PROTEC 400" manufacturer="ACME"’

<IED

name="AA1D1Q0@3Q1"

desc="Bay Q@3 - Passau" type="PROTEC 400" manufacturer="ACME">

<IED

name="AA1D1Q04Q1"

desc="Transformer bay Q04" type="PROTEC 400" manufacturer="ACME">

<IED

name="AA1D1Q@5Q1"

desc="380kV BC Protection &amp; Control IED" type="ISIO 200 Circuit Breaker and Discc

<IED

name="AA1D1Q0@5Q2"

desc="380kV Busl &amp; Bus2 Monitoring - Merging Unit" type="PROTEC 400" manufacturer

<IED

name="AA1H10Q02Q1"

desc="Tranformer 33kV bay Q02" type="MU 300" manufacturer="ACME">

<IED

name="HMI" desc="IHMI" type="HMI 300" manufacturer="ACME" configVersion="HMI_3@0 0815">

<IED

name="RTU1" desc="RTU for transformer lines" type="RTU 600" manufacturer="ACME" configVersion="RTU_60@

<IED

name="RTU2" desc="Feeder RTU" type="RTU 6@0" manufacturer="ACME" configVersion="RTU 600 ©815">

<IED

name="PCPQS1" desc="Disturbance record collector" type="COLLEC 40@" manufacturer="ACME" configVersion='

<DataTypeTemplates>

</SCL>



OMAEIJ!:ITEC SCL Engineering Concept based on IEC 61850
s>

IEC 61850 SCL Files Tools
SSD | System Specification Description CID | Configured IED Description SST | System Specification Tool
ICD | !ED Capability Description [ 1ID | Instantiated IED Description IcT | 'ED Configuration Tool
scD | System Configuration Description m System Exchange Description SCT | System Configuration Tool

———————————————

Engineering Concept

,———————————————————‘

Substation B
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OMICRON's StationGuard: A Solution for Vulnerability and Asset
Inventory Management based on CSAF and IEC61850
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o]\ 11 ol OMICRON’s Industrial Cybersecurity Solution
Nt o

(*/ Tailor-made GridOps ' " P
for utility oo

624 mrm

automation and @ _2 1
4710 22 -
control ¢ 2

systems

6/ Speaks the Central Management System
language of

protection and

control engineers StationGuard Sensors

(M 1dentifies

- 19* Platform - Virtual Machine
malfunctions in \

RBX1 RBX1 VBX1

the system —
oI

00 OO #OmaintecConf Power Plant Substation Control Center
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2024

Visibility
» Makes communication and cyber risks visible

Asset inventory
» Works with the most precise and detailed list of assets

Vulnerability management
» Provides over- and insight into your device vulnerabilities

Intrusion detection

» Built-in ICS knowledge enables fewer false
alarms, easier analysis, and faster response

Functional monitoring
== » Detect malfunctions and configuration errors

acer

0O DO #OmaintecConf
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Control Center

SOC

-— Data Center

" G ,

3 .?. §§§ crid - » Central management system: GridOps
D >

% I ;ﬂ E > Which plants show an alarm?

é . B Lhl SCTEEEETR, T rrr ---. IS P Asset inventory and vulnerability

= NN management

____________________________

Engmeermg PC GridOps

P StationGuard Sensors can be used in
D Control centers
> Power plants

-------- > Substations

Station Level

Purdue Level 2

Purdue Level 1
Bay Level

| substaion Power Plant

StationGuard Deployment Diagram
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Grid level

Multiple dashboards to provide overview on
the status of all your networks

vvvvv

uuuuuuuuuuuuuu

ssssssssssss

ppppppp

rrrrr

O ODOO #OmaintecConf

Plant level
Intuitive network visualization

Communication
Visualize assets and their
communication

U3 » GC mu
Unknown GOOSE
B 'AAID1Q02Q1Control/LLN0SGOSGCB_switchgear a

MySQL Server » HMI
'MySQL' network traffic detected. '() a
(© 15 minutes ago

Help 1D: =+ TCP_TRAFFIC
Network interface: X20:3
Created: 2022-01-02 12:34:56.123 +01:00

Updated: 2022-01-02 12:34:56.123 +01:00
Occurred during No

maintenance:

Network traffic: & Download peap files

Service MySQL
Application layer: MySQL
Transport layer: TCP 6
Network layer: IPv4 0x0800
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Control center level

= Purdue level 3

Station control level

= Purdue level 2

Bays and voltage levels

= Purdue level 1

(@l Zero Line Diagram to Purdue Model Mapping

Control center
| =
oo - oo -
MUC-SCADA MUC-Control NU-SCADA NU-Control
AA1 - Munich
& = = = =
BB_PROT HMI PCPQS1 RTU1 RTU2

=

AATD1Q01Q1

AA1D1Q02Q1

AA1D1Q03Q1

AA1D1Q04Q1

=Q05 - ISIO 2...

AA1D1Q05Q1

| -cot-rv
&

AAIDTHO1Q1

=]

AA1DTHO2Q1
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BBZ, ] | |
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.icd, .cid, c1m- Zn =7Hn +C N ] I
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QAL QA1
[0)] % % [0)] [0)]
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s |
320033 KV oy G 320133 kV
TF1 TF2
Starnb P
L =1 assal e
“oct oct
[tp] D
QAL QAL N
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TR B |
BE2 ] ]
AALIH1IQOL AALHL/Q02
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From '20230131_NUCBX1_without_ AA1D1Q03Q1_report_arrows.scd'

4 [EC 61850 MMS permissions

4 [EC 61850 GOOSE permissions
B, occooronon
B, roccooronon

O ODOO #OmaintecConf

Exceptions

4 Communication permissions

=

=

g

les

» Communication permissions for all known devices

4 Communication permissions for ‘Testing PC’

¥

C
C

.. ower 802.1 Link Layer Discovery Protocol (LLDP)

0|0

0|0

ommunicate over FTP (TCP)

ommunicate over Siemens DIGSI 4 (UDP)

raF
3

municate over |[PvG

0|0
3

municate over IPva

ar
3

municate over DHCP Server (UDP)

0|0
3

municate over HTTP (TCP)

K
2

municate over ICMP

‘n

municate over ICMP

¢l
3

municate over IGMP

‘n

municate over LLMNR (UDP)

raF
3

municate over mDMNS (UDP)

municate over netbios-ns (UDP)

ar
AE

municate over netbios-ns (UDP)

ommunicate over NTP (UDP)

B RTU1
AAIDIQO1O1

F:] Any LLDP multicast
;:1, DHCPw6 multicast

F:] Any IPvé multicast
fo Any broadcast

= IEC 61850 Test Set

E’q Controlling RTU, Engineering...
&R Controlling RTU, Engineering...

g3 Any IPvd multicast
F:] Any IPv4 multicast
Eo Any IPvd multicast
g3 Any broadcast

fo Any broadcast

BE Time Server

AA1D1Q02Q2
L @ Disconnector control unit Q02 - Starnberg

4 Details

Status:

Vendor:

Model:

Hardware version:

Software version:

OK

ACME

PROTEC 400
8AK86-AAAA-AA0-0AAAAD-ABO123-32123A-AAA000...
v0.123

L
0[]



@]V V:\\ii ol Automatic Asset Creation with StationGuard
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A= AA1ID1Q02Q2
s ,., Disconnector control unit Q02 - Starnberg

StationGuard collects asset information from —
* Passive discovery from network Status Ok

Vendor: ACME

. . .
.
* Engineering files: IEC61850 SCL and CSV Model PROTEC 400
. . . . Hardware version: SAKBE-JAAA-AAD-DAAAAD-AHOMZ-23T13A-AA...
* Active Device interrogation (IEC61850 MMS .
Software version: 314
) G 88 OMICRON GridOps / Assets v <8 ik & Olastidy v Q@ & ~ B
>
- h - - h h Q Per substation Per vendor Perrole
Export and Import to synchronize with other . o - cocteor [
laus 35
ACME 12 Controlling RT. 6
oo COPADATA |1
oo Powerplant Stu 330 Cisco Systems [ 1 Engineering PC 3
y GE 2 IEC 61850 [ED 50
® UW Leipzig | 4 Hirschmann Aut 2 IEC 61850 Test.
Lenovo 3 Vonitoring RTU
* ERP Systems s e (s
Control Center. 256 MicoM |1 No Role 3
OMICRON 2 Switch 20
. OTPr : OMICRON ADMO o e |
ocesses: ol
Time S
UW Minich | 1 Sprecher Autom 28 me Server [12
Vizimax Inc., 1 Windows PC 3
0 50 100 150 200 250 300 350 0 5 10 15 20 25 30 0 10 20 30 40 50
= Count Total: 627 = Count Total: 71 = Count Total: 103
Inventory
Name Substation Description Vendor Model Serial number Hardware version Software version Roles Origi
OMICRON UW Klaus Test Client OMICRON MBX1 BG144N 220 Monitoring RTU SCL.
0TMC UW Klaus NTP/PTP server OMICRON OTMC 100p 1.8 Time Server SCL.
PB_BB UW Klaus Hirschmann Autom...  Hirschmann Autom...  Hirschmann Rail Sw.. 942053999094231... 357 Switch, IEC61850 1. SCL.
PTG7828 UW Klaus MOXA Inc. MOXA Inc PT-G7728 TBZHD1036515 277 Switch, IEC 61850 ...  SCL.
ZENON_HMI UW Klaus Station Bus HMI Cli..  COPA-DATA zenon_CLIENT_1 XXY2530 8.20 Control Center, Mon... SCL_
{§} D10Q4K1 UW Klaus ABB ABB REF615 1VHR91566249 G 5.1.18 IEC 61850 IED SCL.
.
o ° @ o #Omu Intecconf . D105K1 UW Klaus ABB REX640 ABB REX640 1VHR81027466 0 1.1.3 IEC 61850 IED SCL.
D106K1 UW Klaus 78J803 V4.7 SIEMENS 7S8J80315BB96TFF... BF1508509@ 63 04.78.01 IEC 61850 IED SCL.
® E101B2 UW Klaus ABB ABB RED670 T2110105 224 22125 IEC 61850 IED SCL.
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OMAE!'!:ITEC Vulnerability and IED Type Database: How We Construct It

Modules J

Device Types

H H test fetch validate release
Firmware Versions
\ / () test:fetchAdvisories (3 () fetch:abb 5 () validate:csaf_completeness (3 () release:csaf-update (3
U () test:validator % @ fetch:cisco ) () validate:progression %)
U () fetch:general %) () validate:regression o
. () fetch:hirschmann (O () validate:trackingld o
Device Type Database
(v) fetch:hitachi -
() fetch:moxa %)
CSAF WebCrawler
(v) fetch:omicron )
K
&
e(fé\,?’s () fetch:schneider (%)
- <
. ’ () fetch:siemens -
U (v) fetch:vivavis %)
() fetch:westermo ‘%)

Vulnerability Database

CSAF Crawler Pipeline
0O ODO #OmaintecConf
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= Home » Dashboards > OMICRON GridOps » ¢

- Add~ B @& O Lastiday v Q O 9~ A

WAL dUUlEsbies Uu.uL.ou.uuv.av.oa
Location @
PY OM ICRON IP addresses 192.168.1.152
K
= Roles IEC 61850 IED

Vulnerability A
Data ba Se : A R i C h Vulnerability evaluation Finished
SO u rce Of DEVi Ce M eta ¥ i Network interfaces (@

Name MAC IP

I nfo rm atio n . i) StationBus 00:0c:60:00:30:33 192.168.1.152

* Only the pertinent
vulnerabilities are
displayed Vuerabities ©

t t- I I ID 7 Title ¥ Publisher 5 Advisory ID 57 CVET Score ¥ Affected assets 7 References 7 Matching score 7
automatiCa y' 160 ABB 2nga000473 CVE-2020-11807 630 4 https://nvd.nist.govivul... B oo
168 Improper Initialization ABB 2nga001147 CVE-2021-22283 5.50 4 https:f/nvd.nist.gov/vul... - 100
161 Integer Underflow (Wrap... ABB 2nga00473 CVE-2020-11909 ‘ 530 4 https://nvd.nist.gov/vul... - 100
163 Incorrect Permission As... ABB 2nga000473 CVE-2020-11911 530 4 https://nvd.nist.govfvul... - 100
164 Qut-of-bounds Read ABE 2nga00473 CVE-2020-11912 | 530 4 https://nvd.nist.gov/vul... - 100
162 Out-of-bounds Read ABB 2nga000473 CVE-2020-11910 530 4 https://nvd.nist.gov/vul... - 100
3664 Integer Overflow or Wra... Hitachi Energy PSIRT 8DBDO00070 CVE-2020-35198 - 9.80 4 https://nvd.nist.gov/vul... - 87.5
o ° @ o #quintecconf 3650 Hitachi Energy PSIRT 8DBD0O00061 CVE-2021-35535 - 810 4 https://nvd.nist.gov/vul... - 87.5
3663 Observable Discrepancy Hitachi Energy PSIRT 8DBDO00070 CVE-2020-28885 . 730 4 https://nvd.nist.gov/vul... - 87.5
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(0 ]YI-\\\1i{ ol Benefits of 24/7 Functional Monitoring

2024

* Detects device configuration changes.

* Monitoring of configuration revision fields in messages.

* Continuous GOOSE transmission time measurements
Detecting failures in devices, networks, or time synchronization.

* Logging of critical events:

e Control commands on switchgear, tap changers, etc.

* Monitoring and logging of file transfers — including file names.

0OO0DO #OmaintecConf

Severity

A

> > P

> > b P

Date and time

2022-06-02 18:10:57.835+03:00

2022-06-02 18:10:57.835+03:00

2022-06-02 18:10:57.825+03:00

2022-06-02 18:10:57.825+03:00

2022-06-02 18:10:17.818+03:00

2022-06-02 18:10:17.818 +03:00

2022-06-02 18:10:17.818+03:00

2022-06-02 18:10:17.818 +03:00

Message

(G |

AA1ID1Q03Q2 » GOOSE multicast address
Restart of GOOSE 'AATD1Q03Q2CONTROL/LLNO$GO$QC9’' detected.

AA1ID1Q03Q2 » GOOSE multicast address
Restart of GOOSE 'AATIDT1Q03Q2CONTROL/LLNO$GO$QB9’ detected.

AA1TD1Q03Q1 » GOOSE multicast address
Restart of GOOSE 'AATIDTQO03Q1CONTROL/LLNO$GO%$gch’' detected.

AA1ID1Q03Q1 » GOOSE multicast address
IED indicates time synchronization failure (ClockNotSynchronized) in GOOSE
‘AATDT1QO3Q1CONTROL/LLNO$GOS$gcb’.

AATD1QO01Q1 » GOOSE multicast address
Restart of GOOSE 'AATD1QO01Q1LDO/LLNO0$GO%$gcb_switchgear' detected.

AA1ID1QO01Q1 » GOOSE multicast address
Unexpected VLAN identifier in GOOSE 'AATD1Q01Q1LDO/LLNO0$GO%$gcb_switchgear'.

AA1ID1QO01Q1 » GOOSE multicast address

Configuration revision (ConfRev) newer than expected in GOOSE 'AATD1Q01Q1LDO/LLNO0$GO$gcb_switchgear'.

AA1ID1QO01Q1 » GOOSE multicast address
Wrong destination MAC address in GOOSE ‘AATD1Q01Q1LDO/LLNO0$GO$gcb_switchgear'.

o 0o Y0 & 00 o
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OMAEID!:ITEC Live Demo — Physical Connectivity
>

M Functional Security Monitoring IDS :

\ o
Laptop that connects to IDS and injects

Commands into Substation Network
\NB

Keypa to trger traffic
-anomalies

R Substation IE
and Traffic &8

simulatore=a
3

ILaptop nnti to
substation LAN EREEs

0O DO #OmaintecConf
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o]\ Ji{el Live Demo — Network Architecture
o
StationGuard Desktop @

Substation Simulator sa GridOps

. ) » — =
Switch Port / StationGuard & = 5

B 8 8 8 &8

[ Mi Port
BB_PROT HMI PCPQS1 RTU1 RTU2 Irror o
[ ]
=D1- 380kV
=Q01 =Q02 =Q03 =Q04 =Q05
L L 1 1 1 L s s £y s
= ¥ % = Y Y E ] Y Ed ¥ ¥ = Y 5
-Q1 QBet QB2 -1 QB1 QB2 -1 QB1 QB2 -Q1 QB1 QB2 -Q1 QB1 QB2
* x * *
s ) 3 ] )
QA1 QA1 QA1 QA1 QA1
L i cS A 3
kA 1 A b1 )2 1 EA 3
-Q2 Qct -Q2 Qct Qc1 [e]w] -Q2 ocn
1 1
5 ¥
QB9 QB9
s
Y )2
Qca Qce
=H1- 33kV
=Qo1 =Q02
L L 1 1
B2 ¥ ¥ A Y Y
-Q1 QBet QB2 -1 QB1 QB2
£ 3 £
$ )’
QA1 QA1
N i L
0O DO #OmaintecConf 1 1
Qcoe Qce
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